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Abstract: Cryptography was and still is one of the hot research 
areas. With the development of Computer Network and 
Communication Technology, a great mass of data and information 
need to be exchanged by public communication networks. High 
efficiency and high safety of data transmission become much more 
important. There are several information encryption algorithms of 
which, Advanced Encryption Standard (AES) and Rivest Shamir 
Adleman (RSA) are widely used two algorithms. The existing -AES 
algorithm provides high speed stream for large data and uses less 
amount of computer resources but induces less degree of security in 
large amount of data. The RSA is more secure comparatively, but it is 
much slower and uses a huge amount of computer resources. In order 
to cope up with these short comings, a hybrid encryption scheme was 
done, which is a combination of Advanced Encryption Standard 
(AES) and Rivest Shamir Adleman (RSA) with cross encrypted keys 
for secure key exchange and hybrid encryption for enhanced cipher-
text security. This is an attempt, to survey in detail. The prime focus 
is on the FPGA implementations of cryptographic algorithms. 
 
Index Terms: Advanced Encryption Standard (AES), FPGA, hybrid 
encryption, Rivest Shamir Adleman (RSA). 

1. INTRODUCTION 

Cryptography is the art and science of achieving security by 
encoding messages to make them non-readable. The 
Cryptographic technique consists of encryption & decryption 
methods. These are the principal means to provide information 
security. Encryption method transform plain text message into 
cipher text, whereas decryption method transforms a cipher 
text message back into plain text. Not only has it to ensure the 
information confidential, but also provides digital signature, 
authentication, secret sub-storage, system security and other 
functions. Therefore, the encryption and decryption solution 
can ensure the confidentiality of information, as well as the 
integrity of information and certainty, to prevent information 
from tampering, forgery and counterfeiting. Encryption and 
decryption algorithm's security depends on the algorithm 
while the internal structure is the rigor of mathematics and 
also depends on the key confidentiality. Key in the encryption 
algorithm has a pivotal position, once the key is leaked, it 
means that anyone can be in the encryption system to encrypt 

and decrypt information; it means the encryption algorithm is 
useless. 

Therefore, what kind of data you choose to be a key, how to 
distribute the private key, and how to save both data 
transmission keys are very important issues in the encryption 
and decryption process. There are several information 
encryption algorithms of which Advanced Encryption Standard 
(AES) and Rivets Shamir Adleman (RSA) are considered as the 
best two algorithms of symmetric encryption technology and 
asymmetric encryption technology respectively. The existing 
symmetric scheme-AES algorithm provides high speed stream for 
large Data and uses less amount of computer resources but 
induces less degree of security of data. In turn, the asymmetric 
cryptographic algorithm or a public key cryptographic algorithm-
RSA is more secure, as it has two keys one for encryption and 
another one for decryption, but is much slower and uses a huge 
amount of computer resources. So to overcome these 
disadvantages the Hybrid encryption scheme was done, which is a 
combination of Advanced Encryption Standard (AES) and Rivest 
Shamir Adleman (RSA) with cross encrypted keys for secure key 
exchange and hybrid encryption for enhanced cipher-text security.  

A field-programmable gate array (FPGA) is an integrated 
circuit designed to be configured by a customer or a designer 
after manufacturing hence "field-programmable". Field 
Programmable Gate Arrays (FPGAs) and Application Specific 
Integrated Circuits (ASICs) provide different values to 
designers, and they must be carefully evaluated before 
choosing any one over the other. Information abounds that 
compares the two technologies. While FPGAs used to be 
selected for lower speed/complexity/volume designs in the 
past, today’s FPGAs easily push the 500MHz performance 
barrier. With unprecedented logic density increases and a host 
of other features, such as embedded processors, DSP blocks, 
clocking, and high-speed serial at ever lower price points, 
FPGAs are a compelling proposition for almost any type of 
design. 
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2. EXISTING AES AND RSA CRYPTOGRAPHY 
ALGORITHM 

The AES is a cryptographic algorithm that is used to encrypt 
(encipher), and decrypt, (decipher), information. Key 
Expansion generates a Key Schedule that is used in Cipher 
and Inverse Cipher procedures. Cipher and Inverse Cipher are 
composed of specific number of rounds (Table 1). For the AES 
algorithm, the number of rounds to be performed during the 
execution of the algorithm is dependent on the key length. 
Table I Comparison of block size, key length and number of 
rounds in AES 

 

a. Encryption  b. decryption 

Fig. 1 block diagram of AES algorithm. 

2.1 Aes operation 

Following indicates the transformation in AES algorithm 
based on the structure in Fig. 1.The brief introduction is listed 
as below: 

1. The SubBytes operation: The SubBytes operation is a 
non-linear byte substitution, operating on each byte of the 
state independently [8]. The substitution table (S-Box) is 
invertible and is constructed by the composition of two 
transformations: Take the multiplicative inverse in 
Rijndael's finite field .Apply an affine transformation 
which is documented in the Rijndael documentation. 
Since the S-Box is independent of any input, pre-
calculated forms are used. Each byte of the state is then 
substituted by the value in the S-Box whose index 
corresponds to the value in the state is a(i,j) = SBox[a(i,j)]  

2. Shift row transform: Cyclically shifts the rows of the State 
over different offsets[4]. The operation is almost the same in 

the decryption process except for the fact that the shifting 
offsets have different values. The goal of this transformation 
is to scramble the byte order inside each 128-bit block.  

3. .Mix column transform: This process is for mixing up of the 
bytes in each column separately during the forward process. 
The corresponding transformation during decryption is 
denoted Inv Mix Columns and stands for inverse mix column 
transformation. The goal is here is to further scramble up the 
bit input block.  

4. Add round key and key expansion: In this operation, the 
round key is applied to the State by simple bit by bit 
XOR. Basically Key Expansion unit is used to generate 
the next round key as for three different key size, AES 
consist of 10,  

or 14 rounds. So after every round a new round key need to be 
produced. So this unit produces that round key for each round. 
This unit also utilizes the concept of shifting the bytes and 
substitution of bytes which were used in data processing unit.  

Key Schedule: Key scheduling is a critical process in AES that 
generates (Nr+1) round keys based on an external single key. 
The Key expansion process of AES algorithm uses a Cipher 
Key K to generate a key schedule. This generates Nb(Nr+1) 
words, of which the algorithm requires initial Nb words and 
each of the Nr rounds, require Nb words of Key Data. Key 
scheduling can produce keys either on the fly or store them in 
an internal key memory the key setup phase and then read 
them from this memory whenever required by the 
encryption/decryption unit. The critical path of Key Expansion 
is shorter than that of any round, speed of the system can’t be 
enhanced by reducing the critical path of Key expansion. Keys 
on the fly eliminate the requirement for key storage, but brings 
overhead for decryption since decryption begins after the last 
round key is generated. 

2.2 B.The RSA Algorithm 

The RSA algorithm is used for both public key encryption and 
digital signatures. It is the most widely used public key 
encryption algorithm [6]. The basis of the security of the RSA 
algorithm is that it is mathematically infeasible to factor 
sufficiently large integers. 

1. Key Generation Algorithm 
The RSA Cryptosystem requires the use of a public key and a 
private key. Both these keys must fulfill certain conditions to 
ensure the integrity of the system. The following steps 
illustrate the key generation: 

Choose two large prime numbers of approximately the same 
size, namely p and q.  

i. Compute the product of these two primes, n = pq.  
ii. Also, compute the value of φ(n) = (p-1)(q-1).  

iii. Choose an integer e between 1 and φ (n) such that gcd 
(e, φ (n)) = 1.  

iv. Finally, compute d whereby d = e-1 mod (φ (n)).  
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transformations in sequence, as shown in Fig. 4. The first 
phase is executed to obtain the round key. Each of the 
remaining four phases performs the four basic transformations 
for the input block. 

2. Modified RSA algorithm used in proposed hybrid 
system 

i. Choosing the Modulus for the RSA Algorithm  

With the definitions of d and e as presented earlier, the 
modulus m must be selected in such a manner that the 
 
following is guaranteed:  

(Pe) d) ≡ Ped ≡ P (mod m) (1)
Since, C = P e (mod m), is the encrypted form of the message 

integer M and decryption is carried out by P=C d (mod m).It 
was shown by Rivest, Shamir, and Adleman that, n is a 
product of two prime numbers: n = p × q for some prime p and 
prime q[6]. 

ii. Choosing a Value for the Public Key Exponent e and N 
private key d. 

Encryption consists of raising the message integer M to the 
power of the public exponent e modulo n. This step is referred 
to as modular exponentiation. The mathematical requirement 
one is 
 

gcd(e,φ(n)) (2)
since otherwise multiplicative inverse mod wouldn’t exist φ 

(n).Since n = p × q, this requirement is equivalent to the two  
requirements  

gcd (e, φ (p)) = 1 and gcd (e, φ (q)) = 1. (3)

gcd (e, p − 1) = 1 and gcd (e, q − 1) = 1. (4) 
Once a value for the public encryption exponent e is found, 
the next step is to calculate the private decryption exponent d 
from e and the modulus n. d = e−1 mod φ (n).Calculating e−1 
mod φ(n)’ is referred to as modular inversion. 

The table II shown below which shows the resources used in 
hybrid encryption cryptosystem.  

TABLE II: Resources utilization of Hybrid cryptosystem 
 

Logic Utilization Used Available Utilized 
Number of Slices    
 1269 3584 35% 
Number of Slice Flip  7168 31% 
Flops 2235   
Number of 4 input LUTs 495 7168 6% 
Number of bonded IOBs 68 141 48% 
Number of GCLKs 1 8 12%  

Optimal architecture that permits to use 3589 CLBs (35%) and 
48% Input/ Output Block of this circuit with a clock frequency 
of 87.704 MHz is used. 

TABLE III: Hybrid Encryption and Decryption 

Process Clock Delay (ns) 
 frequency(MHz)  

Encryption 
87.704 10.402  

Decryption 87.704 11.23  
We implemented our design for following optimised algorithm 
key bit lengths(K).Table 1V shows our results in terms of used 
CLBs (C),frequency F,clock cycle time (T) and the timearea 
product (TA). 

TABLE IV: AES and RSA comparation 

Algorithm K F T C TA 
  (Mhz) (ns)  (C.ns) 

AES 128 65 16.5 1207 19915.5 
RSA 128 65 19.8 1122 22215.6 

4. CONCLUSION 

After seeing the clear results from tabular column we can say 
that the Hybrid encryption cryptosystem has overcome the 
disadvantages of AES and RSA algorithm. This Cryptosystem 
has encryption and decryption of any data has a secure key, 
which is used for data encryption and decryption. For this 
purpose asymmetric key is used. One of the approaches is to 
generate a random secret key of 128bits for a symmetric 
cipher-AES, and then encrypt this key via an asymmetric 
cipher-RSA, using the recipient's public key of 128 bits. The 
message itself is then encrypted using the symmetric cipher 
and the secret key. Both the encrypted secret key and the 
encrypted message are then sent to the recipient. The recipient 
decrypts the secret key first, using his/her own private key,and 
then uses that key to decrypt the message .Thus providing 
higher degree of security to data transmission.There is a 
provision and flexibility to remove or add any other 
cryptographic standards in this system.  
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